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Preface

The Department of Homeland Security (DHS) Office of Inspector General (OIG) was established
by the Homeland Security Act of 2002 (Public Law 107-296) by amendment to the Inspector
General Act of 1978. This is one of a series of audit, inspection, investigative, and special reports
prepared by the OIG as part of its DHS oversight responsibility to identify and prevent fraud,
waste, abuse, and mismanagement.

This report assesses the strengths and weaknesses of the program or operation under review. It
is based on interviews with employees and officials of relevant agencies and institutions, direct
observations, and a review of applicable documents.

The recommendations herein have been developed to the best knowledge available to the OIG,
and have been discussed in draft with those responsible for implementation. It is my hope that
this report will result in more effective, efficient, and econgmical operations. I express my
appreciation to all of those who contributed to the pregfaragion of this report.

Clark Kent Ervin
Inspectpr General
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Introduction

As part of its review of the federalization of airport security screeners and the
management of major Department of Homeland Security (DHS) procurements,
the Office of the Inspector General (OIG) reviewed DHS’ contract with the
Boeing Service Company (Boeing). The contract was designated as a cost-
plus-award-fee type contract, primarily for the installation and maintenance

of explosive detection equipment at commercial airports in the United States.
Issues arose as to whether the contract was properly administered as a cost-
plus-award-fee-contract and whether the level of profits paid to Boeing was
reasonable.

Our fieldwork began in April 2003 and continued through March 2004 at TSA’s
Pentagon City and Herndon offices. A more detailed description of our objective,
scope, and methodology is provided as Appendix B.

Results in Brief

TSA did not follow sound contracting practices in awarding and administering
the Boeing contract for the installation and maintenance of explosive detection
equipment. Specifically:

1. Until December 2003, TSA paid contract fees based on a percentage
of total invoiced costs, which had the effect of creating a cost-plus-a-
percentage-of-cost type contract. This type of contract is prohibited in the
federal government.

2. The contract did not contain an award fee determination plan to evaluate
Boeing’s performance periodically until December 2003, eighteen
months after the contract award, and it included cost increases unrelated
to approved scope changes in the calculation of the award fee pool.
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Through December 2003, TSA had paid more than $44 million in
provisional award fees without any evaluation of Boeing’s performance.

3. The profit paid to Boeing was disproportionately high when compared
to Boeing’s cost and risk and compared to what other agencies allow as
profit under such contracts. Based on these factors, we concluded that
TSA paid Boeing at least $49 million in excess profit.

We are recommending that TSA:

1. Modify the contract to avoid even the appearance that it is a cost-plus-a-
percentage-of-cost type contract;

2. Amend the award fee plan in the contract to ensure that the award
fee pool does not include cost increases unrelated to approved scope
changes;

3. Evaluate Boeing’s past performance based on the award fee plan and, if
warranted, adjust the award fee accordingly; and

4. Recoup any unreasonable fees paid under the contract.

TSA provided written comments on a draft of this report. While TSA recognized
the shortfalls that exist in the administration of this contract, they took exception
with our finding that the profit paid to Boeing was unreasonable. TSA does not
plan to recoup any fees already awarded other than those fees associated with cost
growth. As a result of our audit work and TSA’s comments, we have added an
additional recommendation. We are recommending that TSA:

5. Develop guidance for the determination of reasonable base and award
fees on cost-plus-award-fee-contracts.

We incorporated TSA’s comments into our report and included a copy of the
comments as Appendix C. TSA has not yet had an opportunity to comment
on recommendation 5. We ask that TSA submit their comments on this
recommendation with their action plan responding to this report.
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Background

The Aviation and Transportation Security Act (P.L. 107-71) created TSA and
made certain fundamental changes in the way transportation security would
be performed and managed in the United States. One significant change was
to exempt TSA from the Federal Acquisition Regulations (FAR) and most
procurement laws. Instead, TSA was required to use the Federal Aviation
Administration’s (FAA) Acquisition Management System (AMS), which was
designed to provide for more timely and cost effective acquisitions.

In April 2003, we began reviews of the management of major DHS procurements
and of the acquisition process used by TSA to award and administer contracts
related to the federalization of airport security screeners. As part of this larger
effort, we selected for review a contract awarded on June 7, 2002, to Boeing.
Notwithstanding the above exemption, TSA developed the Boeing contract using
the FAR as its regulatory baseline.

This contract was primarily for the installation and maintenance of approximately
1,100 Explosives Detection Systems (EDS) and up to 6,000 Explosives Trace
Detection (ETD) devices at 429 commercial airports in the United States. The
contract was identified as a cost-plus-award-fee type contract with a base
performance period of seven months, which was to end on December 31,
2002'. TSA estimated the value of the contract to be about $508 million during
the base performance period, and more than $1.3 billion if TSA exercised all
five of the one year option periods provided for in the contract. The contract
was structured to allow Boeing to function as the project manager responsible
for overseeing its subcontractors who have performed about 92% of the work
requirements.

As of December 2003, TSA had modified this contract 54 times. Among other
things, TSA extended the base performance period an additional 18 months to
June 2004 and increased the base performance estimated value to $1.2 billion.

This report and its recommendations are limited to issues related to contract fees
and profit.

! The Aviation and Transportation Security Act required all United States airports that regularly serviced air carriers to have sufficient EDS to screen all
checked baggage no later than December 31, 2002.
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Review Results

TSA did not follow sound contracting practices in awarding and administering
the Boeing contract. TSA described the contract type as cost-plus-award-

fee. Such contracts establish maximum base and award fees expressed as set
amounts, which may be based on percentages of an established fee pool, typically
the original contract cost estimate. The original contract expressed base fee

and award fee as percentages but did not specifically fix either fee pool to a set
amount. The original contract included a potential penalty of a 2% reduction to
the base fee if TSA determined Boeing failed to substantially meet the established
contract performance objectives in the base contract performance period. The
base contract performance period has expired with no penalties being assessed.
Through December 2003, TSA paid both base and award fees as a percentage of
total invoiced costs, which, if not adjusted, has the effect of creating a prohibited
cost-plus-a-percentage-of-cost contact.

Because of the rapidity with which the contract was awarded, interim award fee
payments were provided for, subject to later increase or repayment based on a
yet to be established award fee plan and related evaluations. However, the award
fee determination plan for periodically evaluating Boeing’s performance was
not added to the contract until December 2003, and that award fee plan included
cost increases unrelated to approved scope changes in the calculation of the
award fee pool. TSA paid Boeing $44 million in award fees without conducting
performance evaluations, thus reducing whatever motivational effects such an
award fee might have had. In fact, TSA did not assess contractor performance
during calendar year 2002 until January 2004, and TSA did not complete the
contractor performance assessment for the bulk of work performed during
calendar year 2003 until August 20042,

Further, based on an analysis of the rates set by other federal agencies as
acceptable for cost-plus-award-fee type contracts, the amount of risk assumed

by Boeing, and the reasonableness of Boeing’s cost to fee ratio, we concluded
that the amount of profit TSA paid Boeing was disproportionately high. For
example, TSA paid at least $49 million more than would have been allowed under
guidelines followed by other agencies we contacted.

2 A residual amount of work performed during calendar year 2003 was not yet evaluated as of September 8, 2004.
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Contract Administered as a Cost-Plus-A-Percentage-Of-Cost Contract

Until August 2003, TSA administered the Boeing contract as if it were a cost-
plus-a-percentage-of cost contract. Boeing generally invoiced TSA bimonthly,
with each invoice showing reimbursable cost, a base fee, and an award fee. Using
the pre-determined rates included in the contract for the base and award fees of
8% and 5.6%,’ respectively, TSA calculated and paid the fees in direct proportion
to the increased costs. Boeing invoiced and TSA approved payment of $889
million since the contract’s inception, which included base and award fees of an
estimated $106 million.

A contract is considered a cost-plus-a-percentage-of-cost type contract when:

(1) a pre-determined percentage rate is applied to actual performance cost;

(2) payment is on a pre-determined percentage rate; (3) Boeing’s entitlement
increases commensurately with increased performance costs; and, (4) Boeing’s
fee entitlement is uncertain at the time of contracting. Cost-plus-a-percentage-of-
cost contracts are prohibited by 41 U.S.C. 254(b). This prohibition is reinforced
in both the FAR and the FAA’s AMS.

Additionally, the contract value was not certain at the time of the contract’s
inception. The contract base period ceiling grew from $508 million to more than
$1.2 billion over an eighteen-month period. While TSA extended the base period
of performance from seven months to eighteen months, it made no significant
changes to the contract scope of work. Because of the uncertainty surrounding
the contract requirements, the contract contained a clause that allowed Boeing to
make adjustments to the pricing baseline. Boeing made several changes using
this clause, and TSA attributes approximately $100 million of the contract’s cost
increase to these uncertainties. TSA said that they are reconciling the difference
between the $508 million contract award value to the current value to identify
scope growth versus cost overruns.

The contracting officer’s representative said that TSA paid provisional fees
subject to the results of the evaluations and the reconcilement discussed

above. Should the reconcilement indicate cost overruns due to poor contract
management, TSA intends to adjust the award and base fee amounts accordingly.

3 Contract clause H-23 limited TSA’s interim payment of the award fee to the lesser of 80% or the prior period’s evaluation score. Since
TSA did not periodically evaluate Boeing’s performance, interim payments were limited to 80% of the award fee rate, i.e., 7% award fee
times 80% = 5.6% billing rate.
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Untimely and Improper Award Fee Plan

The contract did not contain an award fee determination plan to evaluate Boeing’s
performance periodically until December 2003, eighteen months after the contract
award, and it included cost increases unrelated to approved scope changes in the
calculation of the award fee pool. Through December 2003, TSA had paid more
than $44 million in provisional award fees without any evaluation of Boeing’s
performance.

A cost-plus-award-fee contract is a cost-reimbursement contract* that provides
for a fee consisting of: (1) a base amount fixed at inception of the contract; and,
(2) an award amount that the contractor may earn in whole or in part during
performance. The award fee should be sufficient to motivate the contractor

to excel in such areas as quality, timeliness, technical ingenuity, and cost
effectiveness. Contractor performance under cost-plus-award-fee contracts is
evaluated at pre-determined intervals during performance so that the contractor
can be made aware of the quality of its performance and the areas in which
improvement is expected. Partial fee payments generally correspond to the
evaluation periods. These periodic payments are intended to motivate the
contractor to improve poor performance or to continue good performance.

The amount of the award fee to be paid is determined by the government’s
judgmental evaluation of the contractor’s performance in terms of the criteria
included in the contract. This determination and the methodology for determining
the award fee are unilateral decisions made solely at the discretion of the
government.

Clause H.23 of the contract, “Interim Award Fee Payment,” provided for
bimonthly interim payments. The clause also allowed TSA to discontinue or
reduce future interim award fee payments to Boeing if TSA determined, based

on an award fee evaluation, that payments exceeded the amount that Boeing had
earned during the evaluation period. The original contract did not contain an
award fee plan to provide for periodic award fee evaluations or criteria for judging
Boeing’s performance. The contract contained only a statement that it was
anticipated that an award fee plan would be in place prior to initiation of work in
order for Boeing to know the applicable criteria and weightings.

4 Cost-reimbursement contract types provide for payment of allowable incurred costs, to the extent prescribed in the contract.
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TSA did not develop an award fee plan until December 2003, eighteen months
after contract award, and it included cost increases unrelated to approved scope
changes in the calculation of the award fee pool. As of December 2003, TSA
had paid provisional award fees to Boeing, totaling $44 million. In January
2004, TSA evaluated Boeing’s performance for calendar year 2002 against the
criteria established in the award fee plan and based on Boeing’s self-assessment.
That evaluation resulted in Boeing receiving a total fee of 13.6% on total costs
incurred, which included the 8% base fee and 80% of the potential 7% award fee.

TSA’s failure to negotiate or impose an award fee plan timely, while paying
Boeing the interim award fee, reduced whatever motivational effect the award fee
might have created.

Excessive Profit

The profit paid to Boeing was disproportionately high when compared to Boeing’s
cost and risk and compared to what other agencies allow as profit under such
contracts. Based on these factors, we concluded that TSA paid Boeing at least $49
million in excess profit.

Neither the United States Code, the FAR, nor the FAA’s AMS set limits on the
fee or profit rates for cost-plus-award-fee contracts. However, several factors
are instructive in making such a determination. These factors include, but are
not limited to, the rates other federal agencies set as acceptable for cost-plus-
award-fee type contracts, the amount of risk assumed by the contractor, and the
reasonableness of the contractor’s cost to fee.

Other Agency Guidelines. A review of six other federal agencies’* guidance and
FAR supplements showed that they used one of two methods to set acceptable
limits on the amount of fee or profit for cost-plus-award-fee contracts. One
method, followed by all six agencies, was to limit the base fee to 3% of cost,
excluding award fees. The other method was to limit the base plus award fee to a
maximum of 10%.

We calculated what would have been the allowable profit using the above two
methods. Our calculations showed that TSA paid Boeing at least $49 million

3 The Department of Health and Human Services, the Environmental Protection Agency, the National Aeronautics and Space
Administration, the Army, the Air Force, and the Navy.
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more in profit than would have been allowed by those agencies. Details are as
follows:

e Method 1 - TSA set the base rate for this contract at 8%, more than
double the maximum rate allowed by the six agencies surveyed. If TSA
had limited Boeing’s base rate to 3%, Boeing would have been limited
to $13 million.* However, TSA did not fix the base fee amount at the
inception of the contract. Consequently, as Boeing’s costs more than
doubled, the base fee continued to increase at the pre-determined rate.
As of December 2003, TSA had approved $62 million in base fees,
approximately $49 million more than it would have paid had it fixed the
base fee at 3% at the contract’s inception.

e  Method 2 - TSA set the combined base and award fee rate for this
contract at 15%, 5% more than allowed by those agencies that limit base
and award fees to a total of 10%. If TSA had limited Boeing’s base and
award fees to the maximum 10% allowed by those agencies, Boeing
would have been limited to $44 million for the period expected to end
December 31, 2002. The difference between the $44 million and the
$106 million base and award fees paid to Boeing as of December 2003,
would equate to excess fees of about $62 million.

Contractor’s Risk. Contracts are grouped into two broad categories: fixed-

price and cost-reimbursement. Fixed-price type contracts place maximum

risk and responsibility for performance, cost, and resulting profit or loss

upon the contractor. Conversely, cost-reimbursement type contacts minimize
the contractor’s risk and responsibility in the areas of performance and cost
control. Cost-plus type contracts further reduce the contractor’s risk because the
contractor’s profit is generally assured.

TSA believes that Boeing’s risk was high, given the short performance period and
unstable environment in the early stages of TSA’s operations. However, based

on an analysis of key cost related factors, we concluded that Boeing’s risk was
minimal and the amount of profit paid to Boeing was disproportionately high for
the risk assumed. First, this was a cost-reimbursement contract where Boeing
agreed to deliver only its “best efforts” to perform the requirements in return

for costs incurred, rather than guaranteeing to perform all contract terms and

® The base fee or profit on cost-plus-award-fee contracts is to be fixed at inception. Since the estimated cost for the base performance
period was about $442 million, the base amount should have been fixed at $13.2 million, using a maximum base fee amount of 3%.
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conditions at a specified price and within a specified time period. Regardless

of performance results, Boeing would receive payment of all costs and a base

fee of at least 6%, twice the maximum base fee allowed by the agencies we
surveyed. Additional factors affecting Boeing’s risk included: (1) TSA, not
Boeing, was responsible for procuring the explosive detection equipment that was
to be installed at the airports; (2) Boeing’s facility costs were nominal because
the bulk of the contracted services were to be performed at the 429 airports; (3)
TSA reimbursed Boeing for cost incurred under the contract and a pre-determined
amount of profit bimonthly; and, (4) TSA indemnified Boeing against losses
resulting from terrorist acts.

Reasonable Profit. Boeing was responsible for carrying out the project
management requirements outlined in the contract; subcontractors were
responsible for all other work requirements. Boeing invoiced TSA for profit

on all contract related costs, including the subcontractors’ cost. As the project
manager, Boeing incurred costs of about $39 million, or 5.9% of the total invoiced
costs, through August 2003. Yet, Boeing received about $82 million in profit for a
rate of return of about 210%. In addition, since TSA paid Boeing profit on all the
subcontractors’ cost, it ultimately paid Boeing profit on the subcontractors’ profit.

TSA’s Comments on Excessive Profit. TSA believes the fee structure for this
contract is reasonable, given the competitive environment under which the
contract was let. Four contractors submitted proposals in competition for contract
award. TSA’s evaluation of the proposals determined that the Boeing offer was
the best value to the Government, technical and price factors considered. A

full evaluation of TSA’s selection process is beyond the scope of this review.
However, TSA’s cost/price analysis for this solicitation shows that both Boeing’s
proposed total cost and total fee as compared to total cost were substantially
higher than their competitors. Regardless of the competitive environment, TSA
should have negotiated a reasonable profit with the winning bidder.

TSA also commented that procurement policies and regulations allow primary
contractor to earn fees on subcontractor costs. We do not disagree with TSA on
this point. However, the government has an obligation to enter into equitable
business deals, including the payment of a reasonable profit for the goods or
services to be provided. In this case, TSA failed to meet that obligation.

" The 8% base fee provided for in the contract less a potential penalty of 2%, should Boeing fail to substantially meet the performance
objectives.
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Recommendations
We recommend that TSA:

1. Modify the fee terms of the contract to avoid even the appearance that it
is a cost-plus-a-percentage-of-cost contract;

2. Amend the award fee pool in the contract to ensure that it does not
include cost increases unrelated to approved scope changes;

3. Evaluate Boeing’s past performance on this contract to determine a
reasonable award fee; and

4. Recoup any unreasonable fees paid under the contract.

5. Develop guidance for the determination of reasonable base and award
fees on cost-plus-award-fee-contracts.

Management Comments and OIG Evaluation

We obtained written comments (Appendix C) on a draft of this report from TSA.
TSA commented that their position as a new agency with limited staff, demanding
operational requirements, and an extremely tight performance schedule greatly
contributed to the circumstances surrounding this contract. However, TSA
recognized the shortfalls that exist in the administration of this contract and
provided us additional information regarding the steps they have taken to

remedy those shortfalls. TSA comments included some technical corrections

and recommended changes that we have incorporated into the final report. TSA
also responded directly to each of the recommendations. Generally, TSA agreed
with the report’s findings and recommendations, with the exception of the finding
that the profit paid to Boeing was unreasonable. Below is a summary of TSA’s
responses to each recommendation and our assessment of the response.

Recommendation 1: Reform the fee terms of the contract to avoid even the
appearance that it is a cost-plus-a-percentage-of-cost contract.

TSA agreed that the contract had the appearance of a cost-plus-a-percentage-of-
cost type contract. TSA is currently pursuing a reconciliation of the contract that
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will document the increased value of the contract due to changed requirements.
Upon completion of the reconciliation, the contract will be modified to reflect
consistent pricing. We agree with this course of action and recommend that TSA
expedite its effort. A description of the reconciliation process and milestones

for its completion should be included with TSA’s action plan to address the
recommendations in this report.

Recommendation 2: Amend the award fee pool in the contract to ensure that
it does not include cost increases unrelated to approved scope changes.

TSA noted that the contract reconciliation, currently underway, would determine
if cost growth contributed to the contract’s increased value. If so, TSA will
recover any corresponding award fee through subsequent payment deductions.
We agree with this course of action. TSA should include its plan for recovering
excessive award fee with the action plan to address the recommendations in this
report.

Recommendation 3:_ Evaluate Boeing’s past performance on this contract
to determine a reasonable award fee, and Recommendation 4: Recoup any
unreasonable fees paid under the contract.

TSA did not agree with Recommendations 3 and 4. TSA maintains that Boeing’s
risk was high for a cost-type contract and, therefore, the award fee structure

was reasonable, given the competitive market® conditions and the challenging
environment associated with the rollout of explosive detection equipment. TSA
also stated that it had conducted an award fee evaluation for calendar year 2002,
and made a final determination to pay Boeing 80% of the 7% award fee, bringing
the total fee paid for this evaluation period to 13.6% of total costs incurred.
Therefore, TSA does not plan to recoup any fees already awarded other than those
fees associated with cost growth.

TSA also took exception to statements in the report that compared Boeing’s
total project management costs with profit, noting that allowance of fees on
subcontractor costs is permissible by procurement policies and regulations.
TSA further stated that the role of a general contractor was critical to meet the
Congressional mandate of ensuring 100% electronic screening by December 31,
2002. For the future, however, TSA developed a new procurement strategy that
eliminated the need for a general contractor.

8 More than one competitor submitted independent proposals in response to the solicitation. The assumption is that the market determined
the contract’s price reasonableness.
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We continue to disagree with TSA’s conclusion that Boeing’s risk was high and
that the fee structure was reasonable. While fees on subcontractor costs are
permissible, the practice is not always justified, especially when the general
contractor does not bear the risk of subcontractor nonperformance. Further,

we do not agree that the competitive environment was an adequate mechanism
for determining a reasonable profit percentage. TSA’s cost/price analysis for
the solicitation showed that both Boeing’s proposed total cost and total fee

as compared to total cost was substantially higher than their competitors. As
the federal purchasing agency, TSA is responsible for ensuring that profit is
reasonable. We still maintain that TSA has not met its obligation to negotiate a
reasonable profit and recommend that TSA carefully evaluate the performance
of Boeing when determining future award fees and consider the reasonableness
of the fee awarded when compared to contractor performance. In response to
this recommendation, TSA should provide us with copies of all future fee award
assessments for this contract.

Recommendation 5: Develop guidance for the determination of reasonable
base and award fees on cost-plus-award-fee-contracts.

TSA has not yet had an opportunity to comment on this recommendation. We
ask that TSA include its comments on this recommendation with its action plan
addressing this report. Based on audit work and TSA initial response to our draft,
we believe TSA needs to define reasonable profit levels for cost-plus-award-fee
contracts. TSA’s guidelines should set standard risk assessment requirements and
firm limits for both base and award fee profit. We suggest that TSA look to the
federal procurement community, such as the six agencies that we surveyed, for
best practices in setting these guidelines.
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Purpose, Scope, and Methodology

Purpose, Scope, and Methodology

Page 16

Our objectives in reviewing the Boeing contract were to determine whether TSA
properly administered the contract as a cost-plus-award-fee contract, and whether
TSA paid disproportionately high profits to Boeing.

Our fieldwork began April 7, 2003, and continued through March 2004. We
interviewed TSA management and contract personnel, including the contracting
officer’s representative. We reviewed the contract and all its modifications
through August 2003. We analyzed contract file documents maintained at TSA’s
Pentagon City and Herndon, Virginia offices. In addition, we reviewed relevant
sections of the United States Code, Aviation and Transportation Security Act,
Federal Acquisition Regulations, Federal Aviation Administration’s Acquisition
Management System, and TSA’s acquisition requirements. We conducted the
audit pursuant to the Inspector General Act of 1978, as amended, and according to
generally accepted government auditing standards.

Evaluation of TSA’s Contract for the Installation and Maintenance of Explosive Detection Equipment
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TSV T -3 f

TA:. Department af Fomaeladd Sec urity

Utfce of the Sdndnlsiiun
&N fenh 12l S
AHi g W T4

Transportadon
Security
Adminiscration

JUL 23 XN

MEMORANGTIN FOR: Clark Kenl Ervin, Towpestor Gonerat
Trepanment of Homeiand Securily

| THROUGH: Darvid M. Stone, ﬁcmgﬁd.ministm@ /ﬁj _puen
Transp 34 Fecutipy Admninistration

| o :}m\\_é’/{‘,/—‘
FROM: Tlaine é{\ﬁ&. eputy Assistant Adminisinder for Aoy uisiticn

Tratsporalion Secutily Administraricen

"BLIBIELCT: Trangporiation Security Administration Respouse To
: The “Ewalnation of TSA s {Conlracl for the Instaflation and
Mlainlenanes of Bxplosive Derecrion Eguipment at Tntlad
srates AarportsT

This memorandum coustitutes the Tranyporkation Seowrity Administration’s (TSA} response to
waur Draft Report on the “Evaluation aof TSA's Contract for the Installation and Maiocenances ol
Explogive Detestion Eqeipment at TThited States Aimpors."” Twouold like to take this opporinias
to thank weur uffice for the efforts undentaken to peovide TSA, with inercascd capabilitios to
identify certain budger isauea that may be appropriate for revigion hased on the results of vour
evauluation,

Thz accorapanying attachment is TEA's officiul Agency Comment to the Deparoment af
Hemeland Socurnity’s (DHS) Office of Inspecor Genzral (OIG) revicw of the aweamires mkeo by
T3A = Qe of Arquisition to address weaknesses in the Boeing contrast identified by OQIG
dudng the sourse of fisldwork, ur comments conzist primurily of input from the Office of
Acgaisition,

T5A responses to each of the recommendations raised in the Draft Report ace enclosed, as well
an additional comments on the overall Report. ¥e luck omward to s ongoing relationship with
your office a3 we work low ards idmmitifying and correcting any vulnorabilities in o
gransprrlalion szounty infrasouciure. .

Attachmene

Evaluation of TSA’s Contract for the Installation and Maintenance of Explosive Detection Equipment
at United States Airports
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TSA Kesponses to 'HS TG Recommendations:
“Evainadon of TSA s Contract for the Tnstallation and Meintenaace of Explosive
Lrecection Equipment ut United States Alrpars™

The snbjecd memorandum fersarded the Deperiment of Homeland Security Offics of Inspecter
Gearcral’ s {000} deaft report on contract DTSASI-2-C-00002 . The draft repent stutess tha the
T8A did nor follom: seund conmasting practices in awarding md a;;hmmste;:mg the subject
toalract and provides four recommendations.

Recommendation 1- Reform the fee ternis of the contract to avoid even the appearance
that it is 4 cost-plus-a-percentage-of-cost cantract.

While 13A4%s Office of Aequinition {(3A) recogrizes the appearancs o 4 cost-plus-a-pereentaze-
af-cost type contract, the proviaianal fee payments were made to sppropriatsly compensats
Boeing for work accomplished, while definitizing the changes to contracl requicementy. 04 is
cwrently puriuing g regonciiiation of the contract that will Momally docnment the increased
value of the contract due 1o the changed requiretents. The reconcibiulion will address all types
of increases, including scope grawth, enrmearing changes and eost arowth. To date, Doeing has
submaitted decumentation to sugpert he incresses amd 04 15 conducting a review of the
infrmatiun in coneert with the Chief Technalogy Cfier’s Securily Technolegy Deployment
Oliee (STIMY., Upon completion of the recenciliation, the conlracl will be medifisd to reflcct
cansisisnl section B pricing and the Statement af Work (S00@7),

Hecommendation 2: Amcnd the sward Fee pool in the contract o0 ensore that it doss noo
include cost increases nurelated to approved seope chanecs,

Afowli Micalinn MHMS0 incorporated the award [ee elamss {plan) inte the contract, wcluding
egtablighed award foe poriods and cost pocds. A subseguent medificrtion recognizcd tho
cvalnation of Pedad [, but stated that che final amount would not be delernines] ynlil the
reconeiliation of conteact value (see shove Tosponsc) was completed. This preserved the
Govermnment 's right 10 ensure fea puwvments: o Bosing wre appropriate and in full complianes with
the semiract, If the reconciliation delermines cost growth contrilated to the cantract™s incocgsed
valus, the contracting officer through deductions in subsequent paymenis will recowver any
corvespoiuding awoard fee. '

Ezcommendadon 3: Evaluate Boelng™s pust perfornaoee un this euntrect t determing a
reasanuble award fee, and if wareanted, adjnst the arard fee aceordiagly.

The ewrard foo cvaluation foe Pecdod | was conducted in accardance with the approved and
cumirsctually incorporated award foo plan. Bosings submided a self assessinent of s :
perlormancs for cfforts dunng calendar vear 2002, A techoical evaluafion beam asscszcd
cootracter perlormunce n the followine four etileria: (L) cost, (2) mansgement, {5} technical
and {4 schedube, Further, the convracrng officer conducted a business evaluation, These bwo
evaluativng were MTirwanded 1o the Fee Determaning O Mcial {FT300 [or final considecation.
Boased on the evaluation findinps and hiz independent kmowled ge and analysez of the contracior'z

Page 18 Evaluation of TSA’s Contract for the Installation and Maintenance of Explosive Detection Equipment
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performance, the FDO mada a final determinalion of 30% (*Good™) of the 7% swerd foo, If
added 10 the base fo of 8%, the contmctor carned a total fee of 13.6%. Given the awurd fee
structlire wis eslghlizhed under competitive markel canditions and the challenging en wiroroment
srsoiated widhh “rolleut™, 13.46%; 15 considered rezconable. The award foe avaluation for Period 2
iz anlicipated to be finalized oo early July,

Becommendation 4: Recoup any unressenable fees paid nonder the eontrace.

A3 mentioned sarlier, 0A and STDC ace currenlly in he process of reconciling the contract
value. i thia proeess results in the deterrdination thal the increased value includes ooo-scope
related growth, the contracting officer shall recoop fes, However, bazed oo the competidve
somrce selectiom process that resnlicd in the award of the subjecl contract, OA does not interd o
seek any funther reduction to Lhe awarded fecs.

Tei addition ta the responzes to the above rc-cl:rmmmdauﬂns TEA O provides the I'qﬂiuwmg
vurnmemls Lo the draft repor

The mmperas af this roport regults frons TSA 3 pbsition 45 a new agency aith demanding
opcrational requirermeniy sod an cxiremcly tipht schedule for performance mandated by
Congress, At the time this coontrucl was awarded, thete were only tive permanent ernplayess in
D4, with other TSA offices suppocting this sequisition facing sinilar circunstances. While we
address the specific findings of s coperl, singe they sre valid, onc showld recopnize that these
are unigue ctreumshbaness that bave not and will not be repeared. Al oo of the
recomnandations are directly relabed 1o the eriticality of schedule in awarding this contrect lo
sgeomplish rellont (Federalizarion ol the sitperts within the Congressionally mandated
schexduled, The lack of a chear award fee plan and requirements before award drove these
findinges THA has ses implemented policies and procedures thal prevenl 4 gimilar Tecurmense
in tho future. For example, TSA hua deycloped and Award Foc FPodicy that states, in part:

CESTaANDARDS:;

The imiten] awsrd g plan, with stated evaluation ceitecia, micsl be established befors
award and incarparated iito the solicitation and the résnfrant canloacl. Changes W the
award fiee plan most be cornmunicaled in sccorilance with the award fee plan and raust
take place before the st:u't ot the pericd of perficnanes ™

On pages 4 aud 10, the reperl gxpresses concern bha: Bosing's cost representcd Less than 094 of
Ihe total cost of the contract, yet the fee struciire was based an tola] cosl, ineluding subeontrastor
cosls. Az shated above, the contract was awardad nnder competitive markel conditions. The
allowance of fees om syubcontracenr coRts 15 pennissible by procwrcmene policies and regnlations
and is in accoedance with the contraclor’s scooumbing sysiem, At the time the contract was
wwarded {Juns 20023, the role of' a Yeeneral contractor™ wes critical to supporing TSA s mizsion
Lo meet the congressional mandate of 1(H0%h clectronic scrocning by Decemnber 31, 2002, This
roke reyuired Boeing Ly manaee moamenas subconloaclors, ineluding designsma, mansfashres,
cngincers, consimiction and maihrenance. The raquirenents evolved deang the entine peciod of
performance and Bocing worked with all of the subeontractors to ansure the TSA met its

Evaluation of TSA’s Contract for the Installation and Maintenance of Explosive Detection Equipment
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mamafats, Az zn additiona) note, TSA has devetupud # DT ]:-rocu.rem::nl strategy for FYCIS aml
beyvemnd which climinates the requirciosnt for a genem] cenimmctor.

{n page 6, the last paragraph addresses a classe inthe contract that “allowed the tontractar o
muke adinshnents to the pricing bascline”. Ie support of the reconcitialion offoer, the cantractor
has subntitted supperting documentation, m-::lun:lmg inecascd associate with this clanse, The
conTacting o ficor and technical leam will review r.hese: chemyes and deterrning i they should be
treated a4 ol or scope growth.

Om page A, the first parzgraph states \hat TS.A “did not develup an award feg plan vl Diecomber

20037

While that is accurate, aller eerly offorts failod to eesullin wn acceptable awand (e piun,

A and Boeing tentatively agreed 1o restnuelure the conmact 6 2 cost-plus-fixod-foo contract. B
Otaber 2002, a dra @ mawtification was sent to Basing for signatiure, but it was never remmed.
Wilhoul resplution, ab award feg plan was ﬁ.unihf incorporated in Decornbeae 2003,

T pagea 2 und @ (also on page 3}, the reporl addresses ~ Allowable Profic” and uscs other
sgencies’ pnidancs in determining the Boeing fee wis unreasonable and invelid, As discussed in
thiz respanse, the canlrasl was competivively awarded, and the mackotplace, not - applivahle
wuidelings, iz a becter mewsure of reasonablesness. 1n this compelilive award, the base feas ran et
from- 7% to L%, These resulis were driven by the relatively hiph risk of this contract, as
dizcusscd in the parageaph helow., Further, the catablished fee structure (3% baze and 7% award)
15 nat probibited by statote or resulation, snd was competitse with the other nffers submitted
under this conrual 184 s evaluation of the proposaly, with the cost analysis sapponTed by
Dietfenzc Concract Audil Apeney personnel, determined ot the Besing offcr was rthe best value
La the Goyvernment, tochnical and price factore considored. TAA resupegnizes that the award foe
terms vl be better and diat the delay of the award foc inoorporation dirninished the
effeotivensss of the awurl For concept, bur believes thal the contract’s fee structurs is reasonable
for the subject effart.

O Puge B, the Jast paragraph siales “Bosing's tzk was minimal™. Given the environment and -
varel requitements, T5:A believes thal Boeing'a tiak was hiph for a cost-Lype comtragt, As e
“gonaral comiractor” teeponsible for meeting e congressionsl mandate, Boeing had abeut six
munchs o “deliver™ 4404- camplianl aitparts, The shart performance penod eited in the repert.
gerved o imcregse performance risk, oot diminizh il Also, there was substantial ciler
performance ruk rolated to the carly atate of THA s eperutions] regueircments, Wihile the proposal
ard award was hased on o “model layvou™, stalceholder interest (aicpoce autharilies, girlings,
conlractars, local govemument, Feders] Securily Directors) doans unigque requirenients at muasl
airpoarts. This jostability preatly incraazed contractor Hisk.

loy surnmary, 04 ecpgnizes that shortfalls cxists in the sdministrarion ol the conrracl, but ic has
taken steps or 35 in the procesa of modi fying the contract to remedy those shartfalls. Upon
completion of those offorts, the coaract value and fee siraclure will be consistent with the scope
of work pecfermed and the conirector's peifoonsmes witl be adcguatcly assessed.
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Technical Corrections and Berevmmended Clranees ta the DHES QLG Drafl Report:

fFEvaluation of TSA's Contraci for the [ostaliation and Yfaintenance of ECxpilisive
Detection Equipment at DUnited Staxtes Airports™

The Transpertation Security Administrations {TSA) Office of Acquisition {OA) provides

the following comments to QTG in an effort to improve she aceuracy of the Final Eepuat.

The facts and backgroand information prascuted belaw may e incorporaled into the
Final Repost wy you see tit, but will nl appoar as is in the publishad version:

O pages 7 and 8, the repott statss that TSA paid the “maxinine areoenl’™ of award fee
THA has cormpletad ore evaluation period, and it paid 30%; of award Fes for that period.
The “rmacmoum ameunt”” ol award foo was never paid, sither in the eatlier pravisicnal
payreents erin the final determinwtion of award fee.

Cin page 5, the [ast perageaph states that tae 154 “plannad k3 resructure the coet-pitns
awrard-for contract a fiem-Axed-price eontract™. Whike this idea was considered by the
TSA, no fermal action was undertakey 1o rowke such ¥ changs,

Un page §, the top paragraph states that OA had “assipmed a now cortracting ofticer” tn
the program. Bocomucend the report recognize that the O esebbished o “contracting
bzann ™ dr support the program.

i page 6, the last paragraph stares that the contract ceiling grevw fom $508 million o
mors tha $1.2 hillive over an cighteen-month perind. This 15 an mvalid comparison,
since the oripieal 3508 million was for a twelve mentdy, oot sighleen month, periormance
peciod. -

Evaluation of TSA’s Contract for the Installation and Maintenance of Explosive Detection Equipment
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Major Contributors to this Report

Judy Leonhardt, Director, Management Services
William Schroeder, Audit Manager

Ruth Blevins, Senior Analyst

Beverly Dale, Senior Auditor

Stephen Ondrish, Senior Auditor
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Report Distribution

Department of Homeland Security

Secretary

Deputy Secretary

Chief of Staff

General Counsel

Under Secretary, Border and Transportation Security

Acting Administrator, Transportation Security Administration
DHS Audit Liaison

TSA Audit Liaison

Office of Management and Budget

Homeland Security Branch Chief
DHS OIG Budget Examiner

Congress

Congressional Oversight and Appropriations Committees, as appropriate
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Additional Information and Copies

To obtain additional copies of this report, call the Office of Inspector General (OIG) at
(202) 254-4100, fax your request to (202) 254-4285, or visit the OIG web site at www.
dhs.gov/oig.

OIG Hotline

To report alleged fraud, waste, abuse or mismanagement, or any other kind of criminal
or noncriminal misconduct relative to department programs or operations, call the OIG
Hotline at 1-800-323-8603; write to Department of Homeland Security, Washington, DC
20528, Attn: Office of Inspector General, Investigations Division — Hotline. The OIG
seeks to protect the identity of each writer and caller.




