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MEMORANDUM FOR: John P. Wagner
Acting Assistant Commissioner
Office of Field Operations
U.S. Customs and Border Protection

FROM: Anne L. Richards%ym

Assistant Inspector General for Audits

SUBJECT: U.S. Customs and Border Protection’s Workload Staffing
Model

Attached for your information is our final report, U.S. Customs and Border Protection’s
Workload Staffing Model. We incorporated formal comments from U.S. Customs and
Border Protection in the final report.

The report contains three recommendations aimed at improving the Office of Field
Operations’ Workload Staffing Model. Your office concurred with all recommendations.
As prescribed by the Department of Homeland Security Directive 077-01, Follow-Up and
Resolutions for Office of Inspector General Report Recommendations, within 90 days of
the date of this memorandum, please provide our office with a written response that
includes your (1) agreement or disagreement, (2) corrective action plan, and (3) target
completion date for each recommendation. Also, please include responsible parties and
any other supporting documentation necessary to inform us about the current status of
the recommendation.

Based on information provided in your response to the draft report, we consider
recommendation #1 unresolved and open. We consider recommendations #2 and #3
resolved and open. Once your office has fully implemented the recommendations,
please submit a formal closeout letter to us within 30 days so that we may close the
recommendation(s). The memorandum should be accompanied by evidence of
completion of agreed-upon corrective actions and of the disposition of any monetary
amounts. Please email a signed PDF copy of all responses and closeout requests to
OIGAuditsFollowup@oig.dhs.gov.

Consistent with our responsibility under the Inspector General Act, we will provide
copies of our report to appropriate congressional committees with oversight and
appropriation responsibility over the Department of Homeland Security. We will post
the report on our website for public dissemination.


mailto:OIGAuditsFollowup@oig.dhs.gov
http:www.oig.dhs.gov
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Please call me with any questions, or your staff may contact John E. McCoy Il, Deputy
Assistant Inspector General for Audits, at (202) 254-4100.

Attachment
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Executive Summary

U.S. Customs and Border Protection (CBP) is responsible for security at and between
ports of entry along the Nation’s sea, air, and land borders. Congress has expressed
interest in how CBP determines staffing at ports of entry. In a statement accompanying
the Department of Homeland Security Appropriations Act, 2012, Congress directed CBP
to report on its allocation for field operations and update the ports of entry staffing
model. To improve operations, CBP developed a three-pronged Resource Optimization
Strategy. The second prong of the strategy is the Workload Staffing Model, which CBP
uses to identify staffing needs for its Office of Field Operations’ CBP Officers at ports of
entry. We conducted this audit to determine the reliability of the Workload Staffing
Model in establishing the number of CBP Officers needed to fulfill mission requirements.

CBP’s Workload Staffing Model includes a sound methodology to determine its staffing
needs for CBP Officers and identify staffing shortages. However, the results of the model
may not be accurate because CBP cannot ensure that the data entered into the model is
reliable. CBP also does not have adequate internal controls over the model. Specifically,
CBP’s Office of Field Operations does not (1) catalog, track, and validate all data and
systems used in workload calculations; (2) systematically approve changes and additions
to the Workload Staffing Model; and (3) have written policies and procedures on
developing and using the model. In its December 2013 Strategy and Action Plan
(2014-2017), CBP acknowledges concerns about data from other systems used in the
Workload Staffing Model. CBP has contracted to automate the model, which should
address the issues we identified. To ensure that the automated model is accurate,
complete, and meets its needs, CBP should conduct an independent verification and
validation of the updated model, as well as the data entered into it.

Improving data reliability and strengthening internal controls over the Workload Staffing
Model would help CBP ensure that its budget requests accurately reflect CBP Officer
staffing needs. It would also help ensure that CBP is allocating staffing resources
efficiently. With confidence in the model’s reliability and accuracy, Congress will be able
to make more informed decisions when considering appropriations for additional CBP
officers.

CBP concurred with all three recommendations made, which when implemented, should
strengthen internal controls over the Workload Staffing Model and improve its results.
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Background

CBP is responsible for security at and between ports of entry (POE) along the Nation’s
sea, air, and land borders. Its priority mission is to prevent the entry of terrorists and
contraband, while facilitating lawful travel, trade, and immigration. CBP currently has
about 60,000 employees nationwide and overseas, with more than $8.1 billion for
salaries and expenses.

CBP’s three uniformed law enforcement divisions are the Office of Field Operations
(OF0), Office of Border Patrol, and Office of Air and Marine. Together, these divisions
make up the largest law enforcement workforce in the Federal Government. Each
division has its own mission and work environment. OFQ’s CBP Officers (CBPO) perform
their duties at the POEs; Border Patrol Agents and Air and Marine Officers operate
between the POEs.

OFQ’s 20 field offices secure the border at the 328 POEs nationwide. Appendix C
contains a map showing field office locations and a list of all POEs. In 2014, OFO
employed 21,925 CBPOs who made up 37 percent of CBP’s entire workforce. Figure 1
shows CBP’s workforce composition as of March 2014.

Figure 1: CBP Workforce Composition in March 2014

Other Personnel Border Patrol
19% Agents
35%

Air and Marine
Personnel
5%

Agricultural
Specialists
4%

Source: Department of Homeland Security (DHS) Office of Inspector General (OIG)
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CBPOs at POEs detect and prevent the import and export of illicit material and search
items such as merchandise, agricultural products, and cargo containers. CBPOs also
examine the documents of people entering or exiting the United States through POEs to
determine citizenship; immigration status; and whether individuals may enter, reside in,
or depart from the United States. The photos in figure 2 show examples of CBPO duties
at POEs.

Figure 2: CBPO Officers Performing Duties at Land, Sea, and Air Ports

Source: Flickr: CBP Photography’s Photostream

Congress has expressed interest in how CBP staffs POEs. Most recently, in a statement
accompanying the Department of Homeland Security Appropriations Act, 2012, Congress
directed CBP to report on its staffing allocation for its field operations and update the
POE staffing model. In response, CBP developed a three-pronged Resource Optimization
Strategy for improving POE operations. Appendix D contains more information on this
strategy. Our audit focused on the second prong, the Workload Staffing Model (WSM),
which CBP uses to identify CBPO staffing needs at POEs. The WSM is not used to
determine staffing levels of Border Patrol Agents or Air and Marine Officers.
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According to CBP, it began developing the WSM, an Excel spreadsheet-based model, in
2006. The component first used it internally for target-setting exercises and ad hoc
staffing analyses. CBP now uses the WSM to identify CBPO staffing requirements, taking
into account operational data from its information technology (IT) systems, as well as
information that program offices provide. CBP also uses WSM results when seeking
congressional approval, in its budget requests to increase user fees and hire additional
CBPOs. According to CBP, with additional CBPOs, as well as technology improvements
and partnerships, it is able to fully support the identified staffing requirements.

In fiscal year (FY) 2013, CBP used the WSM to develop its baseline staffing needs, taking
into consideration use of overtime and streamlining of processes. In that fiscal year, CBP
projected a shortage of 3,811 CBPOs through 2014; it sought to fill 1,600 of the
positions through appropriations and the balance through increased user fees. CBP
included this identified shortage in its FY 2014 budget request. The Consolidated
Appropriations Act, 2014 (Public Law 113-76) gives CBP about $165.7 million through
September 30, 2015, to hire, train, and equip new CBPOs.

In its FY 2015 budget proposal, CBP included a request to increase certain user fees.*
Specifically, CBP plans to use the estimated $332 million increase to hire up to 2,000
more CBPOs. CBP reports that these additional officers, along with the 2,000 new CBPOs
funded in the Consolidated Appropriations Act, 2014, would bring the total to a historic
high of 25,775 officers.

In September 2013, CBP issued a contract to RTR Technologies, LLC, to replace the
existing Excel spreadsheet-based WSM with an automated system referred to as
WSM 2.0. CBP expects that this automation will address WSM'’s internal control issues
we identified. Appendix E provides a timeline of significant WSM events.

! CBP has proposed increasing the Immigration User Fee and eliminating an exception for certain sea
passengers who pay a reduced fee under current law. CBP has also proposed increasing fees under the
Consolidated Omnibus Budget Reconciliation Act of 1985, as well as Express Consignment Carrier Facilities
user fees.
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Results of Audit

CBP has developed a WSM that includes a sound methodology to determine its CBPO
staffing needs. However, the results of the WSM may not be accurate because CBP
cannot ensure that the data entered into the model is reliable. CBP also does not have
adequate internal controls over the WSM. Specifically, CBP OFO does not (1) catalog,
track, and validate all data and systems used in workload calculations; (2) systematically
approve changes and additions to the WSM; and (3) have written policies and
procedures on developing and using the model. In its December 2013 Strategy and
Action Plan (2014-2017), CBP acknowledges concerns about data from other systems
used in the WSM. CBP has contracted to automate the WSM, which should address the
issues we identified. To ensure that the automated model is accurate, complete, and
meets its needs, CBP should consider conducting an independent verification and
validation (IV&YV) of the updated model, as well as the data entered into it. Improving
data reliability and strengthening internal controls over the WSM would help CBP
ensure that its budget requests accurately reflect CBPO staffing needs and that it is
allocating staffing resources efficiently. With confidence in the model’s reliability and
accuracy, Congress will be able to make more informed decisions when considering
appropriations for additional CBPOs.

Overview of CBP’s Workload Staffing Model

CBP has a model and methodology to help determine the optimal number of
CBPOs needed to fulfill its mission at all 328 POEs. However, the data from more
than 25 IT systems used in calculations may not be reliable, which calls into
guestion predicted staffing needs and shortages.

To calculate the number of CBPOs needed at POEs, the WSM incorporates five
components:

1. Volume —all key CBPO activities at each POE, such as inspections and
seizures of goods, from the previous fiscal year.

2. Processing time — the average amount of time it takes a CBPO to
complete each activity, such as an inspection.

3. Available hours — the amount of time CBP estimates that CBPOs are

available each year to perform inspections and other POE-specific duties.
CBP estimates that CBPOs are available for such duties 1,182 out of 2,080
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hours, or 57 percent of the time; CBPO leave, training, and assorted
administrative duties account for the remaining hours.

4. Percentage factor increases — time spent on activities that are not
countable transactions, such as supervision and working in special
dedicated teams.

5. Coverage factors — factors that are independent of volume, such as
infrastructure and layout of the POE. For example, a POE exit point
requires dedicated staffing regardless of usage rates.

Figure 3 shows how CBP uses these five elements in the WSM methodology to
calculate the number of CBPOs needed at a POE. Appendix F contains additional

details on the WSM calculation.

Figure 3: WSM Methodology for Calculating CBPOs at a POE

CBPOs Needed = Volume x Processing Time + Percentage Factors + Coverage Factors

Available Hours

Source: DHS OIG analysis of CBP data

CBP calculates the optimum number of CBPOs needed to accomplish the work.
This includes other factors, such as, use of overtime, streamlining processes,
increased volume, and planned facility expansions and information from subject
matter experts. The difference between the optimum number of CBPOs and
current CBPOs determine CBPO staffing shortages. In April 2013, CBP reported to
Congress that it would have a shortage of 3,811 CBPOs through FY 2014. Figure 4
shows how CBP arrived at this number.
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Figure 4: CBP-provided WSM Results for FYs 2013-2014

Source: CBP

During our eight site visits, we observed CBPOs and supervisory CBPOs, who are
law enforcement officers, performing work normally done by those who are not
law enforcement officers. These tasks included timekeeping, scheduling, taking
inventory, and maintaining fleets. According to CBP, CBPOs performing these
types of administrative duties contributed to the shortage of CBPOs in FYs 2013
and 2014. According to an October 2013 CBP draft report, CBPOs dedicate a
significant amount of time to supporting duties, such as administrative and
operational tasks.” The report also included recommendations to reduce the
CBPOs’ administrative burden and alleviate staff shortages.

Data Reliability in the Workload Staffing Model

CBP cannot ensure that the data in the WSM is reliable and accurate. Over 180
data elements for the WSM originate from more than 25 CBP IT systems. OFO
did not identify all the systems from which these data elements originate. Many
of these systems channel data to intermediate systems, such as Operations
Management Reporting and BorderStat. OFO staff members obtain most of the
data used for the WSM from the two intermediate systems. The information is
then pulled by OFO and manually entered into WSM Excel spreadsheets.

Administrative tasks consist of activities such as budgeting, human resources, training coordination, and
property management. Conversely, operational support tasks are defined as those activities that
“directly” support the execution of inspectional or law enforcement functions.
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Although OFO personnel take measures to maintain the integrity of the data
received, they do not validate the information pulled into these systems for
reliability and accuracy. According to OFO, it is not necessary to validate the data
because it is obtained from official CBP IT systems. Figure 5 shows how data
flows from CBP field offices and POEs to the WSM spreadsheets.

Figure 5: Data Flow for CBP’s WSM (As of April 2014)

Field/Port Intermediate Data
c Il:l)at? Systems
ollection
System T~ CBP Databases
o TAP-2000 Operations |
« CERTS Management
Field/Port e Trade Plus = Reporting > Data Files
Data r
Collection * ACS
System e VMS ——
« ADIS Data Files I WSM
L — « ATS Excel spreadsheets
« ACE —_— > containing formulas
and calculations
Field/Port e ATS ATO Data Files I
Data e Seacats
Collection i e TECS
System o ATS-N . The OFO subject
. ATSP Data Files I matter expert
| — . AWT —P BorderStat [l - obtains input from
HQ/ffield and
* EIDSNAP manually inputs
Field/Port e Other databases data into the WSM.
Data I
Collection
System OFO personnel request
CBP field offices supply specific data calls,
T data to over 25 central

conduct analyses, and
input raw data into
various files.

database systems
including those listed
above.

Source: OIG analyses of CBP provided data

In response to our inquiries about data reliability, the CBP Office of Information
Technology gave us documentation indicating that the data systems met the
security requirements of the Federal Information Security Management Act of
2002. However, reviews conducted under this act certify that systems are
secure, not that the data is reliable.

In November 2010, LMI, a government contracting firm, evaluated the WSM, and
in January 2012, the DHS Program Analysis and Evaluation Office evaluated
WSM.? Neither evaluation assessed the reliability of the data in WSM.

* Evaluation of U.S. Customs and Border Protection Workload Staffing Model, November 2010 and An
Evaluation of Custom and Border Protection’s Workload Staffing Model, January 2012

www.oig.dhs.gov
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In the current WSM, staff members manually enter data into Excel spreadsheets.
Because data entries are linked to data in other cells on separate pages,
unintentionally changing the information in one cell can result in errors
throughout the WSM.

At the time of our audit, the contractor, RTR Technologies, LLC, was duplicating
the WSM. The contractor was transferring data from spreadsheets and
developing a database. Therefore, we determined that, based on available
information at that time, testing data reliability of the intermediate systems
without identification of the source data would produce inaccurate findings. CBP
and the contractor indicated they were eliminating duplication and unused data
fields from the spreadsheets. After 6 months, the contractor was still cataloging
all WSM data sources. Completing this task should facilitate future reliability
testing.

Internal Controls over the Workload Staffing Model

CBP has insufficient internal controls over the WSM. One OFO employee is
responsible for maintaining and using the model, and CBP management has not
developed formal WSM policies and procedures. Without sufficient controls and
sound policies and procedures, CBP management may not be able to rely on the
results of the WSM to make key management decisions and budget requests for
CBPO staffing.

In September 2013, CBP issued a contract to RTR Technologies, LLC, to replace
the existing Excel spreadsheet-based WSM with an automated system referred
to as WSM 2.0. CBP expects that this automation will address WSM'’s internal
control issues we identified.

Segregation of Duties and Oversight

Currently, two OFO employees, supported by one contractor, have WSM
responsibilities. One of the employees gathers and manually enters data into the
model, makes changes and updates, analyzes data, and drafts reports on results.
According to the Government Accountability Office (GAO), segregation of
duties—dividing duties and responsibilities among different people—is a key
internal control for reducing the risk of error or fraud.* When an organization is
unable to separate duties adequately, it should develop oversight and approval
procedures to mitigate risk.

* GAO Standards for Internal Controls in the Federal Government (GAO/AIMD-00-21.3.1)

www.oig.dhs.gov 9 01G-14-117


www.oig.dhs.gov�

OFFICE OF INSPECTOR GENERAL
Department of Homeland Security

The WSM also resides on a restricted, but shared, drive that CBP has not fully
protected against intentional or unintentional tampering by unauthorized users.
The WSM Excel spreadsheets are not password protected and formula cells are
not locked to prevent editing. CBP risks compromising the integrity of the WSM
without safeguards to prevent tampering, misuse, or other incidents.

Policies and Procedures

CBP does not have approved written policies and procedures to further develop
and use the WSM. Instead, the OFO employee with day-to-day responsibility for
the model maintains informal notes on changes, updates, and improvements to
the WSM. According to GAO standards, internal controls need to be clearly
documented. Without formally approved and documented policies and
procedures for the WSM, CBP cannot ensure adequate oversight or accurate
results.

Next Phase of the Workload Staffing Model

In September 2013, CBP contracted with RTR Technologies, LLC, to develop an
automated system called WSM 2.0. CBP seeks a more user-friendly system that
can interface with existing CBP systems, allow automated data capture and
verification, and improve analysis and modeling. Automating the WSM will also
allow CBP to easily update or change the model’s methodology.

Under the terms of the contract, RTR Technologies is to ensure that WSM 2.0:

e Documents current practices for analysis and reporting;

e Catalogues and validates data inputs;

e Captures data accurately; and

e Fully automates and integrates the model throughout OFO to ensure
segregation of duties and transparency.

To ensure the new model is valid, accurate, complete, and meets its needs, CBP
should conduct an IV&YV of the WSM that includes source data. In an IV&V, an
independent third party certifies that a software system satisfies requirements
and can function as intended. Throughout government and industry, IV&Vs are
recognized as a best practice. In addition, according to the Department of
Homeland Security Acquisition Manual, officials should address the need for an
IV&V contractor when planning to acquire an IT system.
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Ensuring that WSM 2.0 functions as intended would make it more useful for CBP
and congressional decisionmakers in allocating resources and ensuring that OFO
has the staff necessary to fulfill its mission. In addition, if an independent third
party performs an IV&YV, other offices in CBP and other DHS components could
potentially use CBP’s WSM to develop staffing models.

Conclusion

CBP used the WSM to support its FY 2014 budget request to fund an additional
1,600 CBPOs. Without reliable data and strong internal controls, however, CBP
and Congress may not have had accurate information from the WSM to make
sound staffing and funding decisions. CBP risks overstaffing POEs, which could
lead to inefficiency and waste or understaffing, which could lead to security
breaches and economic losses.

Recommendations

We recommend that the Acting Assistant Commissioner of U.S. Customs and
Border Protection’s Office of Field Operations:

Recommendation #1:

Establish written procedures for developing and using the WSM. Include
procedures to catalogue, track, and validate all data sources.

Recommendation #2:

Develop a systematic process to approve changes and additions to the WSM and
periodically evaluate to ensure WSM inputs and assumptions are current and
valid.

Recommendation #3:

Conduct an independent verification and validation of WSM 2.0, after its

completion, to ensure that it satisfies CBP’s requirements and functions as CBP
intended.
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Management Comments and OIG Analysis

CBP OFO provided comments to the draft report and concurred with all three of our
recommendations. A summary of the responses and our analysis follows. We have
included a copy of the management comments in their entirety in appendix B.

Response to Recommendation #1: CBP OFO concurred with the recommendation. OFO
reported that it has contracted with RTR Technologies, LLC, to capture the process map
of the WSM architecture, catalogue and track all data sources, and program an
automatic validation process for WSM data. Where feasible, the contractor will also
develop an automated data capture process. The estimated completion date is
December 31, 2014.

OIG Analysis: OFQ’s response to this recommendation does not fully address the intent
of the recommendation. Although the contractor’s actions are necessary and will assist
in developing WSM procedures, the response does not address OFO’s efforts to develop
and implement approved written procedures for the WSM. The recommendation is
unresolved and will remain open until CBP provides approved written procedures.

Response to Recommendation #2: CBP OFO concurred with the recommendation.
According to OFO, a change control board manages and makes decisions on proposed
changes to the interim version of the WSM. OFO will have a change control board for
the fully automated WSM 2.0. OFO will also implement procedures to approve all
changes to assumptions and algorithms that significantly impact the automated model.
The estimated completion date is December 31, 2014.

OIG Analysis: OFQO’s response meets the intent of this recommendation. The
recommendation is resolved and open. We will close this recommendation when OFO
completes the necessary actions and submits a detailed summary of actions taken to
establish the review and approval process.

Response to Recommendation #3: CBP OFO concurred with the recommendation.
According to OFO, RTR Technologies, LLC, has implemented a framework to support
necessary documentation and a database structure to validate and verify WSM 2.0. The
estimated completion date is June 30, 2016. In its response, OFO provided interim
milestones to facilitate meeting the estimated completion date.

OIG Analysis: OFO’s response meets the intent of this recommendation. The
recommendation is resolved and open. We will close this recommendation when OFO
completes the necessary actions and submits a detailed summary of actions taken.
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Appendix A
Objectives, Scope, and Methodology

DHS OIG was established by the Homeland Security Act of 2002 (Public Law 107-296) by
amendment to the Inspector General Act of 1978. This is one of a series of audit,
inspection, and special reports prepared as part of our oversight responsibilities to
promote economy, efficiency, and effectiveness within the Department.

We conducted an audit of CBP OFO’s WSM to determine its reliability in establishing the
number of CBPOs needed to fulfill mission requirements.

To achieve our audit objective, we obtained and reviewed documentation including the
WSM, CBP’s Resource Optimization Strategy, and CBP’s contract with RTR Technologies,
LLC, for WSM 2.0 We interviewed key CBP officials in OFQ’s Planning, Program and
Evaluation Office who are directly involved in developing, maintaining, and using the
WSM. We also interviewed the Acting Deputy Commissioner of CBP, the Deputy
Assistant Commissioner of Field Operations, and CBP officials from the following offices
at CBP Headquarters in Washington, DC: the OFO Human Capital Division, the Office of
Information and Technology, the Office of Intelligence and Investigative Liaison, the OFO
Budget Division, and the Office of Human Resources Management.

We visited the following CBP field offices and POEs:

Field Office Port of Entry Site(s) Visited

Baltimore, MD | Baltimore Baltimore Seaport (cargo and passenger)
Baltimore/Washington International
Thurgood Marshall Airport
Washington-Dulles | Dulles International Airport

Buffalo, NY Buffalo Lewiston, Peace, Rainbow, and Whirlpool
Bridges (cargo and passenger)

Buffalo Niagara International Airport

Los Angeles, CA | Los Angeles/ Port of Los Angeles (cargo and passenger)
Long Beach Port of Long Beach (cargo and passenger)
San Diego, CA | San Diego Palomar (User Fee) Airport
San Ysidro San Ysidro border crossing (land passenger
only)
Otay Mesa Otay Mesa border crossing (land cargo and

outbound passenger)
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We judgmentally selected these locations because they collectively represented most of
OFQ’s operating environments (cargo and passenger operations; air, land, and sea
environments; and large and small ports). At each location, we interviewed CBP officials
and observed CBPOs performing their duties, including targeting; primary, secondary,
and non-intrusive inspections; radiation portal monitoring; outbound operations; and
administrative duties.

We also interviewed the following personnel: (1) the contractor tasked with automating
CBP’s WSM 2.0, (2) officials at the Transportation Security Administration (TSA) involved
with developing that component’s staffing model, and (3) the contractors that
developed TSA’s staffing model.

We interviewed officials at CBP responsible for developing, updating, and using the
WSM. To determine the reliability of the model in establishing the number of CBPOs
needed to fulfill mission requirements, we reviewed the WSM’s methodology and how
data inputs are turned into outputs. Additionally, we examined the underlying data and
report. We did not perform detailed data reliability testing, which does not impact our
finding and recommendations. We obtained and reviewed all pertinent Federal, DHS,
and CBP regulations, policies, procedures and guidance pertaining to the development
and use of a WSM.

We visited a sample of CBP field offices and POEs to obtain relevant documentation and
interviewed officials about local participation in developing, updating, and analyzing the
WSM and local input on decision making based on WSM outputs. We used pertinent
information obtained during these site visits to supplement our review of the WSM’s
data reliability and predictive accuracy.

We conducted this performance audit between July 2013 and April 2014 pursuant to the
Inspector General Act of 1978, as amended, and according to generally accepted
government auditing standards. Those standards require that we plan and perform the
audit to obtain sufficient, appropriate evidence to provide a reasonable basis for our
findings and conclusions based upon our audit objectives. We believe that the evidence
obtained provides a reasonable basis for our findings and conclusions based upon our
audit objectives.
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Appendix B
Management Comments to the Draft Report
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Appendix D
Resource Optimization Strategy

CBP’s Resource Optimization at Ports of Entry of April 10, 2013, outlines its integrated
Resource Optimization Strategy, which is designed to (1) optimize current business
processes (business transformation); (2) identify staffing requirements accurately
(WSM); and (3) explore alternative funding strategies to increase revenue sources for
staffing (alternative funding sources).

CBP Resource Optimization Strategy

Alternative Funding
Sources

Business Transformation
= Workload Staffing Model

e Automate paper

e Identify CBPO staffing e Legislative proposal for

rocesses .
P ; needs enhanced CBP services
e [ncrease use of mobile 5 .
e Data-driven e Raise Customs and
technology

Immigration user fees
e Recover full cost for
agricultural inspection
services

o Validated, flexible

e Expand Trusted Traveler
approach

and trade programs

Source: CBP

Business Transformation — CBP is engaged in a series of business transformation
initiatives to reassess core processes, incorporate technology enhancements, assess use
of law enforcement staff, and develop additional automation efforts.

Workload Staffing Model — the WSM is the primary tool for informing staffing decisions
at POEs. It considers all business processes required of CBPOs, as well as the associated
workload, and the level of effort required to effectively carry out the mission daily.

Alternative Funding Sources — CBP’s goal is to move toward consistent appropriations
and user fees to support CBPO staffing, based on an annual submission of the WSM to
Congress. It is also exploring alternative financing sources for enhanced services in the
short term and long term. For example, in the short term, CBP will continue to work
with the United States Department of Agriculture to ensure full cost recovery for
agricultural inspectional services. Its long-term strategy seeks to create a mechanism for
public-private partnerships to fund enhanced CBP services.
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Appendix E
WSM Timeline of Significant Events

eCongress directs CBP to develop a staffing model
*CBP engages subject matter experts and conducts site visits
*CBP develops initial prototype

*CBP conducts additional site visits for ongoing enhancements and internal validation

*CBP initiates efforts to automate the system with the CBP Office of Information Technology and
Analysis Systems Program Office

*CBP reproduces WSM capabilities in BorderStat with the query capability built for streamlined data
refresh

e Full-time government employee dedicated to WSM development, maintenance, and operation

*LMI (government consulting) evaluates the WSM
¢ CBP Business Transformation Office completes administrative study

oDHS' Program Analysis and Evaluation Team evaluates the WSM
*CBP prepares, but does not submit, report to Congress

o CBP submits report to Congress, which aligns with the President’s budget for FY 2014
*CBP contracts with RTR to automate the WSM and create WSM 2

*OFO approves WSM Strategy and Action Plan (2014-2017) in December 2013; CBP Deputy
Commissioner approves in March 2014

*CBP receives funding through the Consolidated Appropriations Act, 2014 to hire additional CBPOs
through FY 2015

Source: DHS OIG
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Appendix F
WSM Methodology for Calculating CBPOs Needed at a POE

To determine the number of CBPOs required at a POE, the WSM:
1. Calculates the total workload by multiplying volume and processing time.
Total Workload = Volume x Processing Time

The WSM incorporates the volume of all CBPO activities, such as inspections and
seizures of goods, at the POE from the previous fiscal year. Each CBPO activity has a
processing time, or the average amount of time it takes a CBPO to complete the activity.
The WSM multiplies the volume of each activity with that activity’s processing time. It
sums the time required for all activities at the POE to determine the POE’s total
workload.

2. Translates the total workload into a baseline number of CBPOs, or workload full-time
equivalent (FTE), by dividing the total workload by the number of hours a CBPO is
available to perform inspections during the year.

Workload FTE = Total Workload/Available Hours

3. Assigns a percentage increase factor to “non-countable” activities that are not
transaction-based activities captured by the volume data. Non-countable activities
include supervision and time spent on targeting and enforcement units. To account for
time spent on these non-countable activities, the WSM multiplies a POE’s workload FTE
by each percentage increase factor affecting that POE. These results are added to the
workload FTE.

4. Accounts for coverage factors related to the POE’s infrastructure. Coverage factors
are independent of volume. For example, a POE exit point requires dedicated staffing

regardless of usage rates. Coverage factors are added to the workload FTE.

The final sum of the workload FTE, the percentage factor increase, and the coverage
factors is the optimal number of CBPOs needed to carry out OFO’s mission at that POE.

The WSM aggregates the CBPOs needed at each POE to determine CBPO need across all
328 POEs.
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ADDITIONAL INFORMATION

To view this and any of our other reports, please visit our website at: www.oig.dhs.gov.

For further information or questions, please contact Office of Inspector General (OIG)
Office of Public Affairs at: DHS-OIG.OfficePublicAffairs@oig.dhs.gov, or follow us on
Twitter at: @dhsoig.

OIG HOTLINE

To expedite the reporting of alleged fraud, waste, abuse or mismanagement, or any
other kinds of criminal or noncriminal misconduct relative to Department of Homeland
Security (DHS) programs and operations, please visit our website at www.0ig.dhs.gov
and click on the red tab titled "Hotline" to report. You will be directed to complete and
submit an automated DHS OIG Investigative Referral Submission Form. Submission
through our website ensures that your complaint will be promptly received and
reviewed by DHS OIG.

Should you be unable to access our website, you may submit your complaint in writing
to:

Department of Homeland Security

Office of Inspector General, Mail Stop 0305
Attention: Office of Investigations Hotline
245 Murray Drive, SW

Washington, DC 20528-0305

You may also call 1(800) 323-8603 or fax the complaint directly to us at
(202) 254-4297.

The OIG seeks to protect the identity of each writer and caller.
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	Results.of.Audit.. . CBP.has.developed.a.WSM.that.includes.a.sound.methodology.to.determine.its.CBPO. staffing.needs..However,.the.results.of.the.WSM.may.not.be.accurate.because.CBP. cannot.ensure.that.the.data.entered.into.the.model.is.reliable..CBP.also.does.not.have. adequate.internal.controls.over.the.WSM..Specifically,.CBP.OFO.does.not.(1).catalog,. track,.and.validate.all.data.and.systems.used.in.workload.calculations;.(2).systematically. approve.changes.and.additions.to.the.WSM;.and.(3).have.written.
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	hours,.or.57.percent.of.the.time;.CBPO.leave,.training,.and.assorted. administrative.duties.account.for.the.remaining.hours... . 4.. Percentage.factor.increases.о.time.spent.on.activities.that.are.not. countable.transactions,.such.as.supervision.and.working.in.special. dedicated.teams... . 5.. Coverage.factors.о.factors.that.are.independent.of.volume,.such.as. infrastructure.and.layout.of.the.POE..For.example,.a.POE.exit.point. requires.dedicated.staffing.regardless.of.usage.rates.. . Figure.3.shows.how.CBP

	.. 
	.. 
	. ................................ CBPOs.Needed.=.Volume.x.Processing.Time. + . Percentage.Factors. + . Coverage.Factors. ....................................Available.Hours. 
	. 
	Source:.DHS.OIG.analysis.of.CBP.data. . CBP.calculates.the.optimum.number.of.CBPOs.needed.to.accomplish.the.work.. This.includes.other.factors,.such.as,.use.of.overtime,.streamlining.processes,. increased.volume,.and.planned.facility.expansions.and.information.from.subject. matter.experts..The.difference.between.the.optimum.number.of.CBPOs.and. current.CBPOs.determine.CBPO.staffing.shortages..In.April.2013,.CBP.reported.to. Congress.that.it.would.have.a.shortage.of.3,811.CBPOs.through.FY.2014..Figure.4. sho
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	Figure.4:.CBPͲprovided.WSM.Results.for.FYs.2013о2014. 
	Figure.4:.CBPͲprovided.WSM.Results.for.FYs.2013о2014. 
	... .. .. .. .. .. .. .. .. .. .. ... 
	Figure

	.. 
	Source:.CBP.. .. During.our.eight.site.visits,.we.observed.CBPOs.and.supervisory.CBPOs,.who.are. law.enforcement.officers,.performing.work.normally.done.by.those.who.are.not. law.enforcement.officers..These.tasks.included.timekeeping,.scheduling,.taking. inventory,.and.maintaining.fleets..According.to.CBP,.CBPOs.performing.these. types.of.administrative.duties.contributed.to.the.shortage.of.CBPOs.in.FYs.2013. and.2014..According.to.an.October.2013.CBP.draft.report,.CBPOs.dedicate.a. significant.amount.of.ti
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	Although.OFO.personnel.take.measures.to.maintain.the.integrity.of.the.data. received,.they.do.not.validate.the.information.pulled.into.these.systems.for. reliability.and.accuracy..According.to.OFO,.it.is.not.necessary.to.validate.the.data. because.it.is.obtained.from.official.CBP.IT.systems..Figure.5.shows.how.data. flows.from.CBP.field.offices.and.POEs.to.the.WSM.spreadsheets.. 
	. Figure.5:.Data.Flow.for.CBP’s.WSM.(As.of.April.2014). . 
	. Source:.OIG.analyses.of.CBP.provided.data... . 
	In.response.to.our.inquiries.about.data.reliability,.the.CBP.Office.of.Information. 
	Technology.gave.us.documentation.indicating.that.the.data.systems.met.the. security.requirements.of.the.Federal.Information.Security.Management.Act.of. 2002..However,.reviews.conducted.under.this.act.certify.that.systems.are. secure,.not.that.the.data.is.reliable... . In.November.2010,.LMI,.a.government.contracting.firm,.evaluated.the.WSM,.and. in.January.2012,.the.DHS.Program.Analysis.and.Evaluation.Office.evaluated. WSM.3.Neither.evaluation.assessed.the.reliability.of.the.data.in.WSM... . ................
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	Figure
	In.the.current.WSM,.staff.members.manually.enter.data.into.Excel.spreadsheets.. Because.data.entries.are.linked.to.data.in.other.cells.on.separate.pages,. unintentionally.changing.the.information.in.one.cell.can.result.in.errors. throughout.the.WSM... . At.the.time.of.our.audit,.the.contractor,.RTR.Technologies,.LLC,.was.duplicating. the.WSM..The.contractor.was.transferring.data.from.spreadsheets.and. developing.a.database..Therefore,.we.determined.that,.based.on.available. information.at.that.time,.testing
	. Internal.Controls.over.the.Workload.Staffing.Model.. . CBP.has.insufficient.internal.controls.over.the.WSM..One.OFO.employee.is. responsible.for.maintaining.and.using.the.model,.and.CBP.management.has.not. developed.formal.WSM.policies.and.procedures..Without.sufficient.controls.and. sound.policies.and.procedures,.CBP.management.may.not.be.able.to.rely.on.the. results.of.the.WSM.to.make.key.management.decisions.and.budget.requests.for. CBPO.staffing.. . In.September.2013,.CBP.issued.a.contract.to.RTR.Tech
	4

	.. 
	.....................................................

	.GAO.Standards.for.Internal.Controls.in.the.Federal.Government.(GAO/AIMDͲ00Ͳ21.3.1). 
	4
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	. The.WSM.also.resides.on.a.restricted,.but.shared,.drive.that.CBP.has.not.fully. protected.against.intentional.or.unintentional.tampering.by.unauthorized.users.. The.WSM.Excel.spreadsheets.are.not.password.protected.and.formula.cells.are. not.locked.to.prevent.editing..CBP.risks.compromising.the.integrity.of.the.WSM. without.safeguards.to.prevent.tampering,.misuse,.or.other.incidents... . Policies.and.Procedures. . CBP.does.not.have.approved.written.policies.and.procedures.to.further.develop. and.use.the.W

	. 
	. 
	. 
	. 

	TR
	x 
	Documents.current.practices.for.analysis.and.reporting;.. 

	TR
	x 
	Catalogues.and.validates.data.inputs;.. 

	TR
	x 
	Captures.data.accurately;.and. 

	TR
	x 
	Fully.automates.and.integrates.the.model.throughout.OFO.to.ensure. 

	TR
	segregation.of.duties.and.transparency... 

	. 
	. 


	To.ensure.the.new.model.is.valid,.accurate,.complete,.and.meets.its.needs,.CBP. should.conduct.an.IV&V.of.the.WSM.that.includes.source.data..In.an.IV&V,.an. independent.third.party.certifies.that.a.software.system.satisfies.requirements. and.can.function.as.intended..Throughout.government.and.industry,.IV&Vs.are. recognized.as.a.best.practice..In.addition,.according.to.the.Department.of. Homeland.Security.Acquisition.Manual,.officials.should.address.the.need.for.an. IV&V.contractor.when.planning.to.acquire.
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	Figure
	Ensuring.that.WSM.2.0.functions.as.intended.would.make.it.more.useful.for.CBP. and.congressional.decisionmakers.in.allocating.resources.and.ensuring.that.OFO. has.the.staff.necessary.to.fulfill.its.mission..In.addition,.if.an.independent.third. party.performs.an.IV&V,.other.offices.in.CBP.and.other.DHS.components.could. potentially.use.CBP’s.WSM.to.develop.staffing.models... . Conclusion. . CBP.used.the.WSM.to.support.its.FY.2014.budget.request.to.fund.an.additional. 1,600.CBPOs..Without.reliable.data.and.s
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	Management.Comments.and.OIG.Analysis. 
	Management.Comments.and.OIG.Analysis. 
	. CBP.OFO.provided.comments.to.the.draft.report.and.concurred.with.all.three.of.our. recommendations..A.summary.of.the.responses.and.our.analysis.follows..We.have. included.a.copy.of.the.management.comments.in.their.entirety.in.appendix.B.. 
	. Response.to.Recommendation.#1:.CBP.OFO.concurred.with.the.recommendation..OFO. reported.that.it.has.contracted.with.RTR.Technologies,.LLC,.to.capture.the.process.map. of.the.WSM.architecture,.catalogue.and.track.all.data.sources,.and.program.an. automatic.validation.process.for.WSM.data..Where.feasible,.the.contractor.will.also. develop.an.automated.data.capture.process..The.estimated.completion.date.is. December.31,.2014.. 
	OIG.Analysis:.OFO’s.response.to.this.recommendation.does.not.fully.address.the.intent. of.the.recommendation..Although.the.contractor’s.actions.are.necessary.and.will.assist. in.developing.WSM.procedures,.the.response.does.not.address.OFO’s.efforts.to.develop. and.implement.approved.written.procedures.for.the.WSM..The.recommendation.is. unresolved.and.will.remain.open.until.CBP.provides.approved.written.procedures.. 
	Response.to.Recommendation.#2:.CBP.OFO.concurred.with.the.recommendation.. According.to.OFO,.a.change.control.board.manages.and.makes.decisions.on.proposed. changes.to.the.interim.version.of.the.WSM..OFO.will.have.a.change.control.board.for. the.fully.automated.WSM.2.0..OFO.will.also.implement.procedures.to.approve.all. changes.to.assumptions.and.algorithms.that.significantly.impact.the.automated.model.. The.estimated.completion.date.is.December.31,.2014.. 
	OIG.Analysis:.OFO’s.response.meets.the.intent.of.this.recommendation..The. recommendation.is.resolved.and.open..We.will.close.this.recommendation.when.OFO. completes.the.necessary.actions.and.submits.a.detailed.summary.of.actions.taken.to. establish.the.review.and.approval.process.. 
	Response.to.Recommendation.#3:.CBP.OFO.concurred.with.the.recommendation.. According.to.OFO,.RTR.Technologies,.LLC,.has.implemented.a.framework.to.support. necessary.documentation.and.a.database.structure.to.validate.and.verify.WSM.2.0..The. estimated.completion.date.is.June.30,.2016..In.its.response,.OFO.provided.interim. milestones.to.facilitate.meeting.the.estimated.completion.date.. 
	OIG.Analysis:.OFO’s.response.meets.the.intent.of.this.recommendation..The. recommendation.is.resolved.and.open..We.will.close.this.recommendation.when.OFO. completes.the.necessary.actions.and.submits.a.detailed.summary.of.actions.taken... 
	.. 
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	Appendix.A.. Objectives,.Scope,.and.Methodology. 
	Appendix.A.. Objectives,.Scope,.and.Methodology. 
	. 
	DHS.OIG.was.established.by.the.Homeland.Security.Act.of.2002.(Public.Law.107о296).by. amendment.to.the.Inspector.General.Act.of.1978..This.is.one.of.a.series.of.audit,. inspection,.and.special.reports.prepared.as.part.of.our.oversight.responsibilities.to. promote.economy,.efficiency,.and.effectiveness.within.the.Department.. . We.conducted.an.audit.of.CBP.OFO’s.WSM.to.determine.its.reliability.in.establishing.the. number.of.CBPOs.needed.to.fulfill.mission.requirements.. . To.achieve.our.audit.objective,.we.
	Field.Office. 
	Field.Office. 
	Field.Office. 
	Port.of.Entry. 
	Site(s).Visited. 

	Baltimore,.MD. 
	Baltimore,.MD. 
	Baltimore. 
	Baltimore.Seaport.(cargo.and.passenger). Baltimore/Washington.International. Thurgood.Marshall.Airport. 

	TR
	WashingtonͲDulles. 
	Dulles.International.Airport. 

	Buffalo,.NY. 
	Buffalo,.NY. 
	Buffalo. 
	Lewiston,.Peace,.Rainbow,.and.Whirlpool. Bridges.(cargo.and.passenger). Buffalo.Niagara.International.Airport. 

	Los.Angeles,.CA.. 
	Los.Angeles,.CA.. 
	Los.Angeles/. Long.Beach. 
	Port.of.Los.Angeles.(cargo.and.passenger). Port.of.Long.Beach.(cargo.and.passenger). 

	San.Diego,.CA. 
	San.Diego,.CA. 
	San.Diego. 
	Palomar.(User.Fee).Airport. 

	San.Ysidro. 
	San.Ysidro. 
	San.Ysidro.border.crossing.(land.passenger. only). 

	Otay.Mesa. 
	Otay.Mesa. 
	Otay.Mesa.border.crossing.(land.cargo.and. outbound.passenger). 


	. 
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	We.judgmentally.selected.these.locations.because.they.collectively.represented.most.of. OFO’s.operating.environments.(cargo.and.passenger.operations;.air,.land,.and.sea. environments;.and.large.and.small.ports)..At.each.location,.we.interviewed.CBP.officials. and.observed.CBPOs.performing.their.duties,.including.targeting;.primary,.secondary,. and.nonͲintrusive.inspections;.radiation.portal.monitoring;.outbound.operations;.and. administrative.duties... . We.also.interviewed.the.following.personnel:.(1).the.
	. . 
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	Appendix.B.. 
	Appendix.B.. 
	Management.Comments.to.the.Draft.Report. . 
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	. 
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	       Source:.DHS.OIG.
	Figure
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	Appendix.D. Resource.Optimization.Strategy. 
	Appendix.D. Resource.Optimization.Strategy. 
	. 
	CBP’s.Resource.Optimization.at.Ports.of.Entry.of.April.10,.2013,.outlines.its.integrated. Resource.Optimization.Strategy,.which.is.designed.to.(1).optimize.current.business. processes.(business.transformation);.(2).identify.staffing.requirements.accurately. (WSM);.and.(3).explore.alternative.funding.strategies.to.increase.revenue.sources.for. staffing.(alternative.funding.sources)... . CBP.Resource.Optimization.Strategy.. 
	Figure
	. Source:.CBP. 
	.. 
	Business.Transformation.–.CBP.is.engaged.in.a.series.of.business.transformation. initiatives.to.reassess.core.processes,.incorporate.technology.enhancements,.assess.use. of.law.enforcement.staff,.and.develop.additional.automation.efforts... . Workload.Staffing.Model.–.the.WSM.is.the.primary.tool.for.informing.staffing.decisions. at.POEs..It.considers.all.business.processes.required.of.CBPOs,.as.well.as.the.associated. workload,.and.the.level.of.effort.required.to.effectively.carry.out.the.mission.daily... .
	Alternative.Funding.Sources.–.CBP’s.goal.is.to.move.toward.consistent.appropriations. and.user.fees.to.support.CBPO.staffing,.based.on.an.annual.submission.of.the.WSM.to. Congress..It.is.also.exploring.alternative.financing.sources.for.enhanced.services.in.the. short.term.and.long.term..For.example,.in.the.short.term,.CBP.will.continue.to.work. with.the.United.States.Department.of.Agriculture.to.ensure.full.cost.recovery.for. agricultural.inspectional.services..Its.longͲterm.strategy.seeks.to.create.a.mecha
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	Appendix.E. WSM.Timeline.of.Significant.Events.. 
	Appendix.E. WSM.Timeline.of.Significant.Events.. 
	. 
	Source:.DHS.OIG. . . . FY.2006 •Congress.directs.CBP.to.develop.a.staffing.model •CBP.engages.subject.matter.experts.and.conducts.site.visits •CBP.develops.initial.prototype. FY.2007 •CBP.conducts.additional.site.visits.for.ongoing.enhancements.and.internal.validation FY.2008 •CBP.initiates.efforts.to.automate.the.system.with.the.CBP.Office.of.Information.Technology.and. Analysis.Systems.Program.Office FY.2009 •CBP.reproduces.WSM.capabilities..in.BorderStat with.the.query.capability.built.for.streamlined.da
	.. 
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	Appendix.F. WSM.Methodology.for.Calculating.CBPOs.Needed.at.a.POE. 
	Appendix.F. WSM.Methodology.for.Calculating.CBPOs.Needed.at.a.POE. 
	. To.determine.the.number.of.CBPOs.required.at.a.POE,.the.WSM:. . 1..Calculates.the.total.workload.by.multiplying.volume.and.processing.time... . 
	Total.Workload.=.Volume.x.Processing.Time. . The.WSM.incorporates.the.volume.of.all.CBPO.activities,.such.as.inspections.and. seizures.of.goods,.at.the.POE.from.the.previous.fiscal.year..Each.CBPO.activity.has.a. processing.time,.or.the.average.amount.of.time.it.takes.a.CBPO.to.complete.the.activity.. The.WSM.multiplies.the.volume.of.each.activity.with.that.activity’s.processing.time..It. sums.the.time.required.for.all.activities.at.the.POE.to.determine.the.POE’s.total. workload.. . 2..Translates.the.total.
	Workload.FTE.=.Total.Workload/Available.Hours. . 3..Assigns.a.percentage.increase.factor.to.“nonͲcountable”.activities.that.are.not. transactionͲbased.activities.captured.by.the.volume.data..NonͲcountable.activities. include.supervision.and.time.spent.on.targeting.and.enforcement.units..To.account.for. time.spent.on.these.nonͲcountable.activities,.the.WSM.multiplies.a.POE’s.workload.FTE. by.each.percentage.increase.factor.affecting.that.POE..These.results.are.added.to.the. workload.FTE.. . 4..Accounts.for.c
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	Appendix.G.. Major.Contributors.to.This.Report. 
	Appendix.G.. Major.Contributors.to.This.Report. 
	. Don.Bumgardner,.Director. Cecilia.Carroll,.Audit.Manager. Karen.Gardner,.Auditor. Kevin.King,.Auditor. Victor.Leung,.Program.Analyst. Shamika.Morris,.Auditor. Kelly.Herberger,.Communications.Analyst. Carolyn.Floyd,.Independent.Report.Referencer. 
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	ADDITIONAL INFORMATION 
	To view this and any of our other reports, please visit our website at: . 
	www.oig.dhs.gov

	For further information or questions, please contact Office of Inspector General (OIG) Office of Public Affairs at: , or follow us on Twitter at: @dhsoig. 
	DHS-OIG.OfficePublicAffairs@oig.dhs.gov

	OIG HOTLINE 
	To expedite the reporting of alleged fraud, waste, abuse or mismanagement, or any other kinds of criminal or noncriminal misconduct relative to Department of Homeland Security (DHS) programs and operations, please visit our website at and click on the red tab titled "Hotline" to report. You will be directed to complete and submit an automated DHS OIG Investigative Referral Submission Form. Submission through our website ensures that your complaint will be promptly received and reviewed by DHS OIG. 
	www.oig.dhs.gov 

	Should you be unable to access our website, you may submit your complaint in writing to: 
	Department of Homeland Security .Office of Inspector General, Mail Stop 0305 .Attention: Office of Investigations Hotline .245 Murray Drive, SW .Washington, DC 20528-0305 .
	You may also call 1(800) 323-8603 or fax the complaint directly to us at 
	(202) 254-4297. 
	The OIG seeks to protect the identity of each writer and caller. 








